btracer

Forensie research
of internet identities

LT

"Who is responsible for this website ?”
"Where does this e-mail message originate from ?”

"What is the identity of person X, involved in criminal activities on the internet ?”

The internet is a comprehensive communication channel,
which is more and more abused for illegal and criminal
activities. In many investigations, e-mail communication and
websites are involved.

Threads can be sent anonymously via a website or via e-mail.
Illegal content (e.g. copyright infringements), can be published
on a website. In general, the internet can be used as a place
to plan and execute computer-related and other criminal
activities.

The Webtracer is a

"Which party can have illegal content removed ?”

which communication medium on the internet is investigated,
the results are thorough and complete.

A few examples of the technologies used by the Webtracer to
search for relationships and to reveal identities:

Look up of domain names, IP addresses and server names
Look up of the owner, the technical and administrative
contact and the agent of a domain name
Look up and analysis of mail servers and name servers
Analysis of an e-mail address
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Technical information is visualised in a clear manner and
interpretation does not require a technical background.
Comprehensive background information clarifies the technical
data and helps in making a correct interpretation.

The Webtracer is a framework in which any type of “resource”
can be examined. More than 50 tests are executed
automatically and immediately. This integrated approach
makes the many “tools” superfluous, which are used today to
examine only one isolated element. This approach also ensures
a thorough investigation.

The Webtracer can use any kind of input to start reporting: an
e-mail address, a website address, an IP address, a server
name or a domain name. Furthermore, the Webtracer can
analyse complete e-mail headers and log files. No matter

immediately and can be used as
supporting information or evidence in a criminal investigation.

The Webtracer is thé reference for forensic research on the
internet. This solution is only available to police departments
and certified companies specialised in forensic research and
network security.
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